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VI Semester B CA. Degree Exammatlon, September 2021
o COMPUTER SCIENCE
Cryptography and Network Securlty
(CBCS Scheme)

N Time:3Hours I R | | Maximum Marks : 100
B Insirqctions to Candidates: L - : : .

- ‘Answer all sections.

| SECTION A

| Answer 2 any 10 Each carnesZmarks o »;‘ T R _‘(10>'<‘2=2'0) j

. What s Cryptography" i : |
Wrxte any two dtfferences between Symmetrlc and Asymmetrlc key system
~ What are the propertles of ]@ ibility.- , 7
Write the drfference between Equa%n congruence; | A | | o
Use afﬁne Clpher to encrypt the message * £ ; Vraphy"’.' Withkey' pair (7,2).‘, '
What do you mean by message paddmg? o J’ , o o
- Explam Trapdoor one way function _ -
List the propertxes of cryptographlc Hash functlon |
.. What are the problems of symmetrlc key dlstrlbutlon
- 10. erte the functlons of Pubhc Key Infrastructure (PKI).
1. Deﬁne the terms Session and sessmn state.
12, What are the two modes of operatlon 1n IPSec?
| | SECTION - B o
Answer any 5 each carries S marks. - . ’(5><_5.=25)‘

Explam the goals of cryptography

- With an example explain Extended Euchdean algorlthm
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Wrxte the dlfference between stream and Block Clpher ~'

Wnte any 5 compansons between AES and DES

Wnte a ‘note on RC4 stream Clpher B
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:;Explam the Knapsack cryptosystem algonthm f
~Wr1te the differences between convenuonal and Dlgltal S1gnature

: ,"Compare SSL and TLS

SECTION C

,Answer any 3 each carries 15 marks. = T S : (3?‘15=45) ,
-~ Explain DES Algor1thm o _' S - o g (10)
f “Write a note-on play fair Clpher o R
'AExplam the Encryptlon and Decryptlon process in 3DES W1th a neat dlagram 3
5 Wlth a neat dlagram explam the AES. encryptlon for a smgle round M

‘ .‘?, X Explam the dlﬁ‘erent modes of operatlon for modern block c1pher ' (10) c

Write a note on Fermatt’s httle theorem SREIEEE (5) .

: : Explam in detail enc@% decryptlon and key generatlon in RSA cryptosystem (10)‘

Explam SHA 512 funcuo% TR R ) IR

éExplam D1fﬁe Hellman Key ang @@q R BRI ¢
/9), BT

v | Explam the modes of IPSec In detaxl
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SECTION o

Answer any one. Each ¢ cames 10 marks o , :, ) A_A‘ o (1x10—10)

_Explam securlty mechanisms in detall‘? o N o : ' (10)»

Wlth an example explam the chmese Remalnder theorem. IR (10)' .




